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WKH LQFUHDVLQJSXEOLFDQGSURIHVVLRQDO LQKDFNLQJ WHFKQLTXHV VR LQIRUPDWLRQVHFXULW\VNLOOHGSHUVRQQHO LVDQ
XUJHQWQHHG7KHUHIRUHZHQHHGWKHH[DPLQDWLRQV\VWHPWRDVVHVVWKHLQIRUPDWLRQVHFXULW\SHUVRQQHO,QWKLV
SDSHUZHXVH& 6 VWUXFWXUH GHVLJQHG WRPHHW WKH UHTXLUHPHQWV RI LQIRUPDWLRQ VHFXULW\ VNLOOV FHUWLILFDWLRQ
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LQIRUPDWLRQVHFXULW\GLVFLSOLQHDVZHOODVWKHV\VWHPDWLFFRQVWUXFWLRQRIWUDLQLQJLQVWLWXWLRQVDQGHQKDQFHWKH






RU IDOVH DQG RWKHU REMHFWLYH TXHVWLRQV ZKLFK UHGXFH WKH GLIILFXOW\ RI WKH WHVW DQG IDLO WR HPERG\ WKH
FRPSUHKHQVLYH DQDO\VLV DQG RSHUDWLQJ FDSDFLW\ RI HDFK SDUWLFLSDQW WKXV LW FDQQRW PHHW WKH UHTXLUHPHQW RI
LQIRUPDWLRQ VHFXULW\ FHUWLILFDWLRQ 7KHUHIRUH LW LV QHFHVVDU\ WR GHYHORS D VHW RI H[DPLQDWLRQ V\VWHPV RI






7HVW TXHVWLRQV RI WKHRUHWLFDO NQRZOHGJH PDLQO\ LQFOXGH PXOWLSOHFKRLFH ZLWK RQO\ RQH FRUUHFW DQVZHU
PXOWLSOH FKRLFH ZLWK VHYHUDO FRUUHFW DQVZHUV WUXH RU IDOVH DQG RWKHU REMHFWLYH TXHVWLRQV ZKLOH WKH WHVW
TXHVWLRQV RI RSHUDWLRQDO VNLOOV PDLQO\ LQFOXGH WKH RSHUDWLRQDO TXHVWLRQV $FFRUGLQJ WR WKH DQDO\VLV RI
LQIRUPDWLRQVHFXULW\SURIHVVLRQDOWDVNVWKHLQIRUPDWLRQVHFXULW\VNLOORSHUDWLRQFRQWDLQVWKHRSHUDWLQJV\VWHP





















7KH VHVVLRQ LV HVWDEOLVKHG DFFRUGLQJ WR WKH WLPH RI H[DPV ZKLFK KDYH EHHQ UHFRUGHG WKH QDPH DQG
H[DPLQHH LQIRUPDWLRQ VKHHW DQG WKHPRGXOH DXWRPDWLFDOO\JHQHUDWHV D VHULHV RI H[DP UHJLVWUDWLRQQXPEHUV
DQG DVVLJQV H[DP WLPH WKH FRUUHVSRQGLQJ WHVW VSDFHV H[DPLQDWLRQSDSHU IRU HYHU\QXPEHU7KH IROORZLQJ
FDVHVZLOOWHUPLQDWHWKHFUHDWLRQRIVFUHHQLQJDQGWKHV\VWHPZLOOUHSRUWWKHFRUUHVSRQGLQJHUURUPHVVDJHIRU









ZKRVH LQIRUPDWLRQ KDV EHHQ LQSXW FDQ WDNH WKH H[DP ZKLOH WKH RQH ZKRVH LQIRUPDWLRQ KDVQ¶W EHHQ LQSXW







7HDFKHUV VHOHFW WKHSUHH[SRUW H[DPLQHH LQIRUPDWLRQ OLVW ([SRUW DQGGHYHORS WKHQDPHRI WKH ILOH WREH
H[SRUWHGDQGWKHQLQSXWWKHUHSRUWFDUGLQWKHVSHFLILHGILOH
4XHVWLRQEDQNPDQDJHPHQW
,PSRUW WKH QHZ TXHVWLRQ EDQN DFFRUGLQJ WR WKH RSHUDWLRQ RI WHDFKHUV DQG LQSXW WKH ILOH QDPH RI WKH




([DPLQHH LQSXWV WKH H[DP UHJLVWUDWLRQ QXPEHU DQG XVHV WKH ILQJHUSULQW GHYLFH WR LQSXW ILQJHUSULQW
)LQJHUSULQWGHYLFHH[WUDFWVWKHILQJHUSULQW LQIRUPDWLRQRIWKHH[DPLQHHDQGWKHQFRPSDUHVLWZLWKWKHRQHLQ
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WKHGDWDEDVH,IPDWFKLVVXFFHVVIXOWKHH[DPLQHHFDQWDNHWKHH[DPLIWKHPDWFKIDLOVWKHH[DPLQHHFDQQRW
SDUWLFLSDWHLQWKHH[DP>@
)LQDOO\ WKHPRGXOHFKHFNVZKHWKHU WKHH[DPLQHHVKDYHKDQGHG LQ WKHSDSHU LI WKH\KDYHKDQGHG LQ WKH
H[DPLQDWLRQSDSHUWKHV\VWHPZLOOSURPSWWKDWWKHH[DPLQHHVKDYHFRPSOHWHGWKHH[DP
([DPPDQDJHPHQW
$FFRUGLQJ WR WKHH[DPUHJLVWUDWLRQQXPEHUVWUDQVIHUUHGE\ WKHH[DPLQHHDXWKHQWLFDWLRQPRGXOH UHDG WKH
VHDWQXPEHUIURPWKHFRQILJXUDWLRQILOHUHDGWKHFXUUHQWWLPHIURPWKHVHUYHUUHDGWKHH[DPLQHHLQIRUPDWLRQ
DQGH[DPTXHVWLRQVIURPWKHH[DPLQHHLQIRUPDWLRQVKHHWDQGH[DPTXHVWLRQVVKHHWRIWKHGDWDEDVHFRXSOHG
ZLWK WKHH[DP WLPH  ,I WKHH[DPLQDWLRQ WLPHKDVQRWDUULYHG\HW WKH V\VWHP LV LQDZDLW VWDWHZKLOH LI WKH
H[DPLQDWLRQVWDUWVH[DPTXHVWLRQVDUHGLVSOD\HG ,I WKHWLPHLVXS WKHV\VWHPZLOOIRUFHDQDVVLJQPHQWDQG








IDLOXUH UHFRYHU\ WDEOH RI WKH GDWDEDVH 6R LI WKH IDLOXUH RFFXUV WKH PRGXOH ZLOO DXWRPDWLFDOO\ GHWHFW WR
GHWHUPLQHZKHUH LW FDQEH UHFRYHUHGZKHQ WKH H[DPLQHHV UHORJLQ LI LW FDQEH UHFRYHUHG WKH V\VWHPZLOO
UHFRYHUWKHFRQWHQWDFFRUGLQJWRWKHIDLOXUHUHFRYHU\WDEOHRIWKHGDWDEDVH
6\VWHPGHVLJQ
$V WKH RSHUDWLQJ TXHVWLRQV LQ LQIRUPDWLRQ VHFXULW\ H[DPLQDWLRQ V\VWHP QHHG WR LQVWDOO WKH DSSURSULDWH
RSHUDWLQJHQYLURQPHQWRQWKHH[DPLQHHVLGHDQGPHDQZKLOHLQRUGHUWRHQVXUHWKHVHFXULW\RIWKHH[DPLQDWLRQ
LW LV VXJJHVWHG WKDW WKH H[DPLQDWLRQ LV LPSOHPHQWHG LQ D /$1EDVHG HQYLURQPHQW 7KHUHIRUH LQIRUPDWLRQ
VHFXULW\H[DPLQDWLRQV\VWHPXVHVWKH&OLHQW6HUYHUPRGH7KLVPRGHFDQWDNHIXOODGYDQWDJHRIWKHKDUGZDUH





'HYHORSPHQW RI WKH H[DPLQDWLRQ V\VWHP QHHGV WR DGGUHVV WKH LVVXH RI VDIHW\ DQG HIILFLHQF\ >@
$XWKHQWLFDWLRQ RI WKH H[DPLQHHV LV D YHU\ LPSRUWDQW LVVXH LQ H[DPLQDWLRQ PDQDJHPHQW &XUUHQWO\ VRPH
FRPPRQO\XVHGDXWKHQWLFDWLRQPDQDJHPHQWPHWKRGVDUHDV IROORZV WKHH[DPLQHHVSURYLGH LGHQWLILFDWLRQ LQ
HQUROOPHQWDQGWKHVHFRQGJHQHUDWLRQ,'FDUGUHDGHULVXVHGWRUHDGWKHLQIRUPDWLRQDQGSKRWRJUDSKVRIWKH
H[DPLQHHV+RZHYHUGXH WRYDULRXV UHDVRQV WKHSKRWRRQ ,'FDUGPD\QRWEHFRQVLVWHQWZLWK WKH OHJDO ,'
FDUG KROGHU ZKLFK PD\ OHDG WR WKH RFFXUUHQFH RI PDVTXHUDGLQJ DQG RWKHU FKHDWLQJ 7KHUHIRUH HIIHFWLYH
LGHQWLW\ DXWKHQWLFDWLRQ WHFKQRORJ\ LV WKH NH\ WR VROYH WKH SUREOHP$V WKH ILQJHUSULQW LV FKDUDFWHUL]HG E\
IHDWXUHV VXFK DV XQLTXHQHVV VWDELOLW\ XQDEOH WR EH FRSLHG QRQSRUWDEOH DQG QRQFRXQWHUIHLW ILQJHUSULQW
UHFRJQLWLRQWHFKQRORJ\DVDPDWXUHELRPHWULFWHFKQRORJ\FDQEHDSSOLHGWRWKHH[DPLQDWLRQV\VWHPVRDVWR
VROYHWKHSUREOHPRIDXWKHQWLFDWLRQ>@>@
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*HQHUDOO\ LQ WKH UHJLVWUDWLRQ SURFHVV WKH H[DPLQHHV ZLOO XVH WKH ILQJHUSULQW GHYLFH HTXLSPHQW IRU
ILQJHUSULQWDFTXLVLWLRQDQGWKHFROOHFWLRQRIGDWDLVUHFRUGHGLQWKHILQJHUSULQWGDWDEDVH:KHQH[DPLQHHVORJ








UHTXLUH WKDW WUDLQHHV WRPDVWHU WKH WKHRUHWLFDO NQRZOHGJH RI LQIRUPDWLRQ VHFXULW\ DORQJZLWK WKH DELOLW\ WR
RSHUDWH DQG FRQILJ VSHFLDO HTXLSPHQW LQ LQIRUPDWLRQ VHFXULW\ 'XH WR WKH IDFW WKDW LQIRUPDWLRQ VHFXULW\
HTXLSPHQWSULFHVDUHJHQHUDOO\YHU\KLJKLWLVGLIILFXOWWRJXDUDQWHHWKDWHDFKSHUVRQKDVDFFHVVWRDSLHFHRI
HTXLSPHQWLQWKHWUDLQLQJDVVHVVPHQWSURFHVV7KXVWKHPHWKRGRIVKDULQJHTXLSPHQWE\WXUQFDQEHJHQHUDOO\
XVHG IRU WKH DVVHVVPHQW RI WKH VWXGHQW















VWUDWHJLHV DQG RWKHU FRQILJXUDWLRQ RSHUDWLRQV ZKRVH GDWD FDQ EH UHDG RXW YLD WKH LQWHUIDFH DQG WKHQ EH
FRPSDUHGZLWKWKHVWDQGDUGDQVZHUV




,Q WKLV SDSHU WKH LQIRUPDWLRQ VHFXULW\ H[DPLQDWLRQ V\VWHP FDQ DFKLHYH XVHU DXWKHQWLFDWLRQ VHVVLRQ
PDQDJHPHQW H[DPLQHH PDQDJHPHQW H[DP TXHVWLRQ PDQDJHPHQW H[DP PDQDJHPHQW DQG VRPH RWKHU
IXQFWLRQVZKLFKKDVJRRGVFDODELOLW\ IOH[LELOLW\DQGVHFXULW\7KLV V\VWHPKDVEHHQDSSOLHG LQ LQIRUPDWLRQ
VHFXULW\H[DPLQDWLRQVDQGREWDLQHGJRRGUHVXOWV
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